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Abstract: The availability of channel state information (CSI) may enhance the secufitye
loT pairing process without requiring any overhead equipment or sensors. Leveraging CSI
help to distinguish between indoor and outdoor connections. In this presentation, we prese
new system that utilizes CSI to establish a secure pairinggmok This system localizes the
devices requesting to pair before acceptance of that connection. First, we built machine
learning models to distinguish and localize devices based on the pattern of CSI. Th&rhmsh
accuracy of identifying the pairing deee's location (indoor vs. outdoor) is 96.24%
(AUC=0.993). Also, we built a hierarchical deep learning model that detects attacks in the f
level and then precisely detects the location of indoor packets based on a grid layout. Our §f
learning model &hieves 89% spot localization and attack detection rate at 75% compared t
35% in traditional localization schemes. For validation, we conduct a i@l experiment that
utilizes commercialboff-the-shelf (COTS) WAFi devices to extract physical layer progties, the
channel state information

Examining Committee JULGD\ Sepienhitezl
Ghanim Ullah, PhDChairperson 9:30am.
Yao Liu, Ph.D., Major Professor Online (Collaborate Ultra)
Attila Yavuz, Ph.D. Please ematlor mare information
MehranMozaffari, Ph.D. Abed@usf.edu
Nasir GhanipPh.D. THE PUBLIC IS INVITED

Kaiqgi Xiong, Ph.D.

Robert Bishop Ph.D. Dwayne SmithPh.D.
Dean, College of Engineering Dean Office of Graduate Studies

Disability Accommodations:
If you require a reasonable accommodation to participate, please dbetact
Office of Diversity & EqualOpportunity at 8138744373 at least five (5) working days prior to the event.




