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Foreword 

Cybersecurity has been an important topic of debate in the United States for over 30 
years but has only recently gained bipartisan traction as a national strategic focus, 
especially in terms of its impact on our national security. In that regard, cyberspace 
has emerged as a domain of warfare in its own right (along with land, sea, air, and 
space domains), and as such, it has become a key component of our national security 
strategy and our militaryÕs Òway of war.Ó 

Unfortunately, our NationÕs digital dependence has enabled other nation-statesÑ 
those that aspire to Great Power status like Russia and China, as well as other regional 
geopolitical rivalsÑand their non-state proxies to gain asymmetric strategic advan-
tage over the US, as they have unlawfully and covertly accessed our NationÕs data, 
systems, and networksÑincluding elements of our Defense Industrial Base and our 
critical infrastructureÑfor purposes of exploitation, theft of intellectual property, 
espionage (economic and otherwise), and, at least potentially, sabotageÉas a part of 
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enlighten your perspective on the often-subtle inßuence cyberspace operations have 
on our national security, both defensively and offensively. 

HON J. Michael ÒMikeÓ McConnell, VADM, USN, Retired 
Executive Director, The Florida Center for Cybersecurity 

Former Director of U.S. National Intelligence 
Former Director of the National Security Agency 

Chair Emeritus, National Intelligence University Foundation 
Tampa, USA
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policy area, from aiding the forces of terrorism and extremism to being a tool of great 
power competition to damaging the vitality of our democracy. 



xii Overview

Competition in the western hemisphere and in other regions is happening across 
all three major domainsÑland, sea, and air. It is also happening in the cyberdo-
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Deterrence in Cyberspace 

Cybersecurity and Strategic Deterrence: Changing AdversaryÕs Risk Versus 
Reward Calculations 

By Hon J. Mike McConnell, VADM, USN, RET, and Mark Grzegorzewski 

This chapter is an extension of the April 16, 2021 panel discussion at the University 
of South Florida-Cyber Florida Great Power Competition conference series titled 
ÒCybersecurity: The Fifth Domain.Ó Frank Cilluffo moderated the panel ÒCyberse-
curity and Strategic DeterrenceÓ which included the following panelists: HON Mike 
McConnell; VADM, USN; RET., HON Michael Chertoff; and LTGEN Dennis Crall, 
USMC. 

SolarWinds, Microsoft Exchange Server, JBS, Colonial Pipeline, KaseyaÉcy-
berattacks, cyberintrusions, and exploitation breaches keep mounting, not only from 
cybercriminals but from nation-states, most notably Russia and China. While cyber-
attacks against U.S. companies and U.S. Government organizations are not new, 
the scale and frequency are increasing at an alarming rate. With the U.S. becoming 
increasing Òdigitally dependent,Ó this problem has reached strategic proportions. 
Why is this the case? How can the most military-capable country in the world be so 
exposed to cyberattacks and not forcefully respond? We proffer the answer can be 
found in General (GEN) Paul NakasoneÕs 2018 Senate conÞrmation as Commander 
of USCYBERCOMMAND. Responding to Sen. Dan SullivanÕs line of inquiry as 
to why the United States is the Òcyber punching bag of the world,Ó GEN Nakasone 
responded, ÒI would say right now they do not think that much will happen to them.Ó 
He added, Òthey donÕt fear usÓ and Òthe longer that we have inactivity, the longer 
that our adversaries are able to establish their own norms.Ó In essence, the U.S. is not 
deterring its adversaries in cyberspace since they do not fear a consequence. Part of 
their risk-reward calculation surely assesses that although the U.S. may have some of 
the most exquisite cybercapabilities, it also has many more unpatched cybersecurity 
vulnerabilities and consequently lacks cyberspace resiliency. Thus, adversarial states 
assess that the reward of carrying out an action through cyberspace far exceeds any 
potential cost. 

While there are certainly factors constraining how the U.S. can respond, it should 
not mean the U.S. government (USG) could not respond beyond its current efforts. 
The clichŽ that the U.S. lives in the largest glass house and is therefore reluctant 
to throw stones can only hold for so long. It is well past time the USG fortify its 
glass house, through cyberresiliency, so it can make its adversaries fear consequences 
for their actions. In this chapter, we propose a way in which the United States can 
respond, namely, through cyberresiliency (i.e., deterrence by denial), to build toward 
establishing a more effective overall deterrence posture. 

In what follows, we extend the important insights shared during the ÒCybersecu-
rity and Strategic DeterrenceÓ panel. First, we address the risk inherent in the U.S.Õ 
large attack surface. This overview provides context to our argument that increased 
cyberresiliency could bolster overall U.S. national security. Second, we present our 
thesis to the reader. Our central premise is that the U.S. needs to strengthen its cyber-
resiliency to deter more effectively, and we demonstrate this claim by illuminating
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the scope of the problem and providing speciÞc recommendations for changing the 
risk versus reward calculations of U.S. adversaries. We also address challenges to our 
recommendations. We then layout what is meant by deterrence and cyberdeterrence, 
so that the reader can have a deeper appreciation of its complexity and understand 
how cyberresiliency is just one part of a larger calculation. Finally, we critique the 
nuclear deterrence-cyberdeterrence analogy before moving to a summation of our 
chapter. 

Cyberspace Strategy and Doctrine 

Great Power Competition: Critical Infrastructure 

By Morey Haber 

The tensions between adversarial nations have escalated far beyond the physical 
build up troops and machines of war. It has long been predicted that the next conßict 
would use the Internet as a new battle Þeld to cripple critical infrastructure and 
disrupt the Þnancial and business operations in the theater of conßict. Whether a 
cyberattack occurs Þrst, like in the Operations of Desert Storm in 1990, crippling 
the Iraq power grid or through Stuxnet to interfere with Uranium production in Iran, 
the fact remains a well-coordinated cyberattack can be an effective weapon during 
a nation-state mission or as a precursor to war. There is no doubt that the opposing 
forces are considering cyberwarfare as a part of their offensive and defensive strategy. 
While the world has generally condoned chemical and biological weapons that could 
cause mass causalities outside of traditional war Þghters, cyberattacks against critical 
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urgently need. This dimension of a large potential threat within a complex web of 
interacting elements distinguishes systemic from other types of risk.Ó As such tradi-
tional risk management approaches are not sufÞcient for dealing with them IRGC 
(2018:5). This chapter explores systemic risk across the cyber landscape through the 
non-traditional security lens (Masys, 2021b) and presents applications of systems 
thinking, scenario planning, and High-Reliability Security Organizations to support 
systemic risk awareness and management. 

When the Levee Breaks: A Global Trend of Cyber-Physical and Cyber-
Operational Attacks Against Critical Infrastructure and Future Implications 
on the Great Power Competition 

By Steve Sin, and Rhyner Washburn 

Cyber-physical systems (CPSs) refer to systems that connect computers, commu-
nication channels, and physical devices. They lie at the heart of todayÕs critical 
infrastructure. CPSs are currently one of the most targeted systems of adversarial 
actors operating in the cyberdomain. Cyber-physical and cyber-operational attacks 
on critical infrastructures via attacks on CPSs have the potential to damage physical 
infrastructure assets and have widespread consequences for national security as well 
as society. We analyzed 427 publicly reported cyber-physical and cyber-operational 
attacks conducted against critical infrastructures globally between January 1, 1992 
and July 9, 2021. We Þnd that of the attacks that can be attributed to an actor type, 
state actors (including state-afÞliated and state-supported actors) were found to be 
the predominant actors that conduct cyber-physical attacks while state and non-state 
actors occupied approximately the same ratio of attacks for cyber-operational attacks. 
We also Þnd espionage to be the most statistically signiÞcant motivation for the state 
actors to conduct cyber-physical and/or cyber-operational attacks. Additionally, we 
Þnd the rivalry between the attacker and the target to be the most statistically signiÞ-
cant international security-relevant variable. Finally, we provide an assessment of the 
implications of cyber-physical and cyber-operational attacks on critical infrastructure 
in the contexts of current and future irregular warfare and great power competition. 

Training and Talent 
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conference. For attackers, the consequences of being seen as a cyberthreat by the 
United States are relatively minor compared to the rewards of hacking US systems, 
stealing intelligence and intellectual property, conducting information warfare, and 
developing capabilities to quickly devastate critical infrastructure. In short, the bene-
Þts of violating US cybersystems are speciÞc and valuable. The costs are diffuse and, 
attackers seem to agree, manageable. These are classic conditions favoring offen-
sive behavior. In response, professionals at the conference recommended operational 
and technical solutions. These focused on versions of deterrence, namely, collective 
defense and defending forward. Here, collective defense refers to cooperation and 
collaboration among private US actors and the US government. It is designed to 
convince attackers to redirect their efforts because US systems are resilient and difÞ-
cult to penetrate. Defending forward refers to US agencies launching persistent, 
offensive attacks that keep adversary resources distracted, and adversary operators 
worried about US reprisals. Viewed in the context of grand strategy, these are neces-
sary but not sufÞcient policy solutions. US planners need to bridge the gap between 
a current strategic context that favors challengers and a future in which that balance 
favors US defenders. As in prior eras of technological change, policymakers likely 
need to pair technical and operational prowess with statecraft and other diplomatic 
tools. 

The War for Cyber Talent: Can the US Win It? 

By Ronald Sanders 

Our Nation has become increasingly digitally dependent, and, in so doing, it has 
also become more vulnerable in cyberspace. A signiÞcant part of that vulnerability 
concerns people. For example, peopleÑusers like usÑare still the principal cause 
of cybersecurity breaches; over three-quarters of them the result of some socially 
engineered attack vector, with the remaining breaches more technical (and techni-
cally sophisticated) in nature, and as a consequence, people must also stand guard 
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